AUSCERT

Allies in Cyber Security

4‘
‘e

-

N

0 ®
%
D

-

-
-

|
A

Membership
Services & Benefits

https://auscert.org.au/

@ membership@auscert.org.au
O 61733654417




Who We Are

AUSCERT is a trusted, not-for-

profit cyber security organisation . :
with 30+ years of global expertise,
helping members prevent, detect, o
respond to, and mitigate threats.

We provide unbiased support and expert recommendations to your organisation through our
comprehensive range of services included in your membership, including Incident Support,
Vulnerability Management, and Threat Intelligence.

Joining as amember means you gain access to a service provider that stands shoulder-to-shoulder
with you against cyber threats.

Membership Inclusions

Small Medium Large Enterprise
Number of Network Users Up to 200 Up to 2000 Up to 5000 Over 5000
Incident Support
Vulnerability Management
Threat Intelligence
Complimgntary Conference 500/? off gne 1 2 3
Registration registration

Unlimited Member Priced
Conference Registrations

15% Discount on Training

15% Discount on GRC
Services

Current pricing is available on our website here: auscert.org.au/become-a-member/



http://auscert.org.au/become-a-member/

Incident
Support

With over three decades of experience - : :
and a strong network of international
partners, we draw on global threat
intelligence to support your

organisationin times of need.

Access to our highly skilled team of analysts and developers who possess various certifications,
including SANS GIAC, and are available to assist you through email, Slack, or our 24/7 telephone
support hotline.

AUSCERT’s Phishing Takedown service is designed to assist your organisation from a multitude of
phishing attacks. If your organisation’s brand is used on a phishing web site, or if spear phishing targets
your organisation, AUSCERT can utilise its worldwide contact network to request the removal of the

malicious website.

Malware and log analysis support is available for your organisation through AUSCERT via our toolkits and
analysis platforms. This entails identifying threats, recommending best practices and mitigation
approaches against the threat.

AUSCERT provides expert support during cyber incidents by actively gathering intelligence from diverse
and trusted sources to identify and respond to threats relevant to your organisation. Our team works
swiftly, following established protocols to help achieve timely and effective resolutions. We act as a trusted
sounding board offering tailored advice, technical guidance, and collaborative support throughout the
incident response process. Unlike many vendors, we don't place limits on the number of requests you can
make.



Vulnerability

Management

We assist organisations by
identifying and addressing system
weaknesses with trusted, expert
advice.

Members receive curated vulnerability notices from major platforms and vendors to support proactive risk
management. Published daily and backed by AUSCERT's specialised vulnerability research, this service
ensures members stay ahead of emerging risks with reliable, actionable information.

Each bulletin offers a consistently formatted summary, CVE identifiers, CVSS scores, and expert remediation
advice to streamline patching efforts and prioritise threats effectively. Members can create multiple
customised email subscriptions tailored to their operating systems and environments or subscribe to a daily
digest email.

Members receive notifications detailing incidents observed in their publicly facing infrastructure that could be
directly impacting their organisation. The AUSCERT team analyses data from diverse sources to identify
vulnerabilities relevant to members based their nominated IPs and domains.

MSINSs detail identified network/endpoint alerts and security incident reports, combined with recommended
mitigation strategies. This organisation-specific service enables members to swiftly and effectively respond to
vulnerabilities.

Members are issued critical notifications when serious vulnerabilities, such as zero-day threats, are
detected. The AUSCERT team research current and emerging threats to determine potential impact to
members based on their nominated IPs and domains.

Critical MSINs are flagged for urgent action and contain details of the threat, references and mitigation
strategies for high-priority risks.

Members can opt-in to receive SMS alerts that advise when a Critical MSIN has beenissued. This enables rapid
assessment and mitigation of these emerging threats.



Intelligence

Our threat intelligence helps
organisations to prevent, detect,and
respond to cyber threats by leveraging
our global network of trusted
communities.

Members are notified when leaked credentials or other sensitive material related to their organisation is identified.
The AUSCERT team utilises a wide range of sources, including the dark web, ransomware leak sites, international
CERTSs, and trusted partners.

The alerts typically involve compromised credentials, such as usernames in the form of email addresses and
associated authentication strings (hash or passwords). This sensitive information is provided via an encrypted file
for your internal review and action.

Members are provided with a live feed of malicious URLs identified within the Asia-Pacific region. The AUSCERT
team collates phishing and malware URLSs identified by our analysts, trusted sources and verified member
contributions.

To ensure a high-confidence feed, the content is frequently updated based upon ongoing analysis. The feed can
be added to your firewall’'s blocklist, web proxy, content filters, IDS/IPS, and SIEM, to prevent or detect
compromises to your network.

Members are provided with access to our MISP instance, which contains a shared feed of curated threat
intelligence. The AUSCERT team examines and collates threat samples and indicators sourced from trusted
partners and the member community, including the *ACSC CTIS (Cyber Threat Intelligence Sharing) feed.

This high-confidence data includes technical and non-technical information about malware, incidents, attackers
and intelligence. This information can be utilised to enhance your network security by integrating into defensive
controls like SIEMs, firewalls, IDS/IPS, ACLs, web proxies, and mail filters.

Members can keep informed on current cyber security news with this daily email update. The AUSCERT team
curates this report from multiple reliable sources to summarise the most important news of the day.

Each Friday a “Week in Review” edition is issued, highlighting the essential cyber news, AUSCERT announcements
and notable security bulletins from the week.



Conference
Benefits o
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For over twenty five amazing years, we have proudly hosted Australia’s longest-running cyber security
conference, gaining international recognition for our diverse line-up of speakers, tutorials, workshops, and events.

Founded to connect like-minded information security professionals, our mission has always been to foster

collaboration, share knowledge, and strengthen our industry for the greater good. Over the years, we have
successfully cultivated a vibrant community of the brightest minds and most influential leaders in cyber security.

The AUSCERT Conference at a Glance
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Member Benefits

Small Medium Large Enterprise
Complimentary Conference 50% off one 1 5 3
Registration registration

Unlimited Member Priced
Conference Registrations

Visit our Conference website to learn more: https://conference.auscert.org.au/


https://conference.auscert.org.au/

with optional add-ons, availableatan . =+ %,
additional cost. P

= Training Courses

AUSCERT delivers engaging and interactive training for all skill levels and professions.
These courses provide essential knowledge in a highly engaging format, offeringa
more impactful learning experience.

Visit our website for the full list of training courses.

Members receive

_ 15% off training and
Governance, Risk & GRC services!

Compliance

AUSCERT offers expert advice and consultations and can aid your organisationin
understanding the intricacies of Governance, Risk, and Compliance (GRC),
improving your cyber security stance in alignment with your business objectives.

Maturity Assessments

Build and enhance compliance with the globally recognised NIST CSF
framework to strengthen cyber resilience.

Cyber Incident Response Plans (CIRP)

Develop or refine a tailored CIRP to ensure effective response and
swift recovery from cyber incidents.

Tabletop Exercises

Test and improve your organisation’s incident response readiness,
identify gaps, and boost resilience under pressure.


https://auscert.org.au/services/training/

