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Scope

The Cyber Culture Toolkit includes:

(1) Key Cyber Culture Guiding Principles and a 
simple theoretical Framework (CMDF) 

(2) Customisable instrument to measure metrics 
and help drive improvements in organisational 
security behaviours

(3) Cybersecurity Culture Maturity Model (CCMM) 

Roadmap Approach Cyber Security Culture Toolkit
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Introduction

• Focus on understanding existing cyber culture frameworks
• Helping bridge the gap between theoretical frameworks, current 

literature, and best practice models
• Practical measurement of cyber culture (human cyber risk)



Cyber Culture – Why does it matter?

To defend against modern threats, it’s necessary to transition 
from periodic compliance to an embedded cyber culture.

The Problem  

Figure 1 - Human element involvement over time in breaches – 
Verizon DBIR Report 2025

Key Points
• The human element is still causal in the majority of 

cyber incidents
• Ultimately, it is a change of behaviour that is needed 

to shift the dial
• The most effective lasting behaviour is achieved 

through embedded culture

Presenter Notes
Presentation Notes
The paper "Determining cybersecurity culture maturity and deriving verifiable improvement measures" by Peter Dornheim and Rüdiger Zarnekow (published in Information & Computer Security, 2023) is a foundational reference for cybersecurity culture practitioners. It bridges the gap between academic theory and practical enterprise application. 
The key points, methodology, and findings from the study are summarized below:
1. The Core Objective
The researchers address a common industry pain point: while organizations acknowledge that the "human factor" is the most important defensive asset against cyberattacks, they struggle to practically measure cybersecurity culture and identify specific, quantifiable initiatives to improve it. The paper provides a scientifically sound, repeatable methodology to survey maturity and verify whether implemented cultural changes actually work over time. 
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IT security operating predominantly 
as an isolated technical silo, with 
defensive controls driven almost 
exclusively by technology.
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Viewing humans as the 'weakest 
link’ and deploying awareness and 
training programs to equip staff with 
basic knowledge and skills.

Cyber Cultural Evolution
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Cyber Culture Evolution
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Focusing on behavior as an 
outcome oriented discipline, 
moving beyond the simple 
delivery of 'information’.

Cyber Cultural Evolution
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Focusing on cultural resilience: 
recognising the complex 
ecosystem of interacting 
elements between people and the 
organisation that determine 
actual security resilience.

Cyber Cultural Evolution
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Cyber Culture Evolution

Cyber Cultural Evolution

Culture Behaviour
follows

reflects sustains Culture

Presenter Notes
Presentation Notes
The paper "Determining cybersecurity culture maturity and deriving verifiable improvement measures" by Peter Dornheim and Rüdiger Zarnekow (published in Information & Computer Security, 2023) is a foundational reference for cybersecurity culture practitioners. It bridges the gap between academic theory and practical enterprise application. 
The key points, methodology, and findings from the study are summarized below:
1. The Core Objective
The researchers address a common industry pain point: while organizations acknowledge that the "human factor" is the most important defensive asset against cyberattacks, they struggle to practically measure cybersecurity culture and identify specific, quantifiable initiatives to improve it. The paper provides a scientifically sound, repeatable methodology to survey maturity and verify whether implemented cultural changes actually work over time. 




1 - Key Cyber Culture Guiding Principles



Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

ENISA Cyber Security Culture Framework

ENISA’s work on cyber security culture is widely recognised 
as a pre-eminent European reference point for integrating 
behavioural science, awareness, governance and 
organisational culture into cybersecurity strategy.

ENISA provides a highly influential framework, but does not 
provide a cyber culture scoring model.

Presenter Notes
Presentation Notes
(ENISA) framework is deeply anchored in Behavioral Economics and Social Psychology 



NIST

NIST - Creating a Culture of Security

Leverages Socio Technical Systems (STS) Theory and Human Centered Design (HCD)
NIST CSF 2.0 (Cybersecurity Framework) – The Structural Mandate
NIST SP 800-55 Rev. 2: Measurement Guide for Information Security
NIST SP 800-50 & SP 800-16: Building an Information Technology Security Awareness and Training Program
NIST Human Factors in Cybersecurity

Presenter Notes
Presentation Notes
Socio-Technical Systems (STS) Theory and Human-Centered Design (HCD)
NIST CSF 2.0 (Cybersecurity Framework) – The Structural Mandate
NIST SP 800-55 Rev. 2: Measurement Guide for Information Security
NIST SP 800-50 & SP 800-16: Building an Information Technology Security Awareness and Training Program
NIST Human Factors in Cybersecurity	




KnowBe4 Implementation

7 Focus Areas
1. Attitudes
2. Behaviours
3. Cognition
4. Communication
5. Compliance
6. Norms
7. Responsibilities

Presenter Notes
Presentation Notes
The Core Theory: It is modeled on Social Cognitive Theory (SCT) and Sociological Measurement Frameworks 
psychometric evaluation across 7 distinct dimensions to map human risk 




Principle 2 Security as an Enabler - 
integration of cyber security across 
business functions and fostering a shared 
organisational purpose ensures security 
measures support business goals. They 
help rather than hinder. 

Principle 1  Leadership - leaders play a vital 
role in shaping security culture by  
communicating a shared purpose, promoting 
trust and learning, and modelling secure 
behaviours.

Principle 3 Psychological Safety - ppeople feel 
able to report cyber security related problems 
and suggest ideas for improvement without fear.

Principle 4 Cyber Rules & Guidelines - people 
across the business are involved in developing 
cyber security rules which are accessible and 
easy to understand whilst having flexibility to 
accommodate wider risks.

Principle 5 Social Cyber Norms - support 
positive attitudes and encourage good security 
behaviours. Understanding the norms helps 
prevent conflicts through better security design or
tackling the norm directly.

Principle 6 Embrace Cyber Change - rresilience 
improves as a result of an organisation adapting 
its cyber security policies and practices in 
response to risks as they occur. All business 
functions work together to make the changes.

The cyber security culture iceberg provides a visual aid to identify principles that help create, as well as demonstrate, a strong cyber culture. 

The Cyber Security Culture Iceberg

Safety

Purpose

Attitudes

Relationships

Value

Leadership

Trust

Expectations

Visible Behavour



Topic 2 – CCMM Measurement Instrument



Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

CCMM Reference 

The CCMM measurement instrument provides a:

1. Diagnostic Tool (6 dimensions aligned with NCSC Iceberg model, 5 questions each)
2. Linkage to Theoretical Foundation 
3. Cyber Culture Measurement Score
4. CCMM  Reference for Improvements

Instrument Validity: 

Ensuring a rigorous validation process for the survey instrument:

- Review of published models and frameworks 
- Leverage of the NCSC Iceberg model into six dimensions to measure both explicit security behaviours and 

implicit cultural values
- Use of  AI assisted cognitive interviews with Staff personas to evaluate question comprehension, mitigate 

response bias, and ensure construct validity across target audiences
- Developed a dimensional scoring system that maps metrics directly to the capability maturity model 

levels.



Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

CCMM Reference 

# Leadership Security as an 
Enabler

Psychological 
Safety

Cyber Rules & 
Guidelines

Social Cyber 
Norms

Embrace Cyber 
Change

1 Resourcing Strategic Enabler Incident Reporting Accessibility Positive 
Reinforcement

Continuous 
Improvement

2 Commitment Behaviour Linkage Security Response Ease of 
Understanding

Cultural 
Embedding

Change 
Adaptation

3 Prioritisation Work Practice 
Consideration

Incident 
Disclosure

Relevance and 
Currency

Social 
Expectation

Agility

4 Role 
Modelling

Safe Adoption
of Technology

Trust in Human 
Intent

Balancing 
Innovation and 
Risk

Behaviour 
Modelling

Rationale for 
Change

5 Cyber Risk 
Treatment

Cyber Built In 
Alignment

Work Impact 
Disclosure

Consistency in 
Practice

Decision 
Integration

Empowerment

Presenter Notes
Presentation Notes
AI-assisted cognitive interviewing with various personas, ensuring structural alignment with the framework's core domains.



Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

CCMM Reference 
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Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

The Cyber Security Culture Iceberg



Cyber Culture Determinants Framework

Cyber Culture Determinants Framework (CMDF)

KAB - understanding the psychological journey. Do 
Staff know risks and rules (Knowledge) ?  Do they 
believe it matters (Attitude)?  Do they actually 
follow it? (Behaviour)



Cyber Culture Determinants Framework (CMDF)

AMO - the organisation and the individual – does 
the organisation provide Staff the Ability (training), 
the Motivation (recognition), and the Opportunity 
(frictionless processes) to be secure?"

Cyber Culture Determinants Framework



Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

Validation and Theoretical Justification



3 – CCMM Capability Maturity Model



Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

The Cyber Security Culture Maturity Model

Cyber Culture Maturity Model

Level 1
 Ad-Hoc

Level 2 
Compliance

Focused

Level 3 
Promoting 

Awareness & 
Behavioural Change

Level 5 
Optimised Cultural 

Resilience

Figure 3 – The Cyber Culture 
Maturity Mode Illustrates an 
organisation’s progression 
from having Ad Hoc culture 
to achieving an embedded, 
proactive and self sustaining 
security culture. 

As maturity increases, 
behaviour shifts from basic 
compliance toward 
optimised secure habits

The Cyber Culture Metrics 
Assessment Tool is here

Level 4
Emergent Cultural 

Alignment



Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

CCMM Measurement Score



Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

CCMM Reference 

The CCMM reference provides a:

CCMM Label & Description,  Value, Program & People Indicators, Behavioural Analysis and Steps to Next Level



Measurement of Implementation and Improvement

Principle 1 - Leaders play a vital role in 
shaping security culture by  communicating a 
shared purpose, promoting trust and learning, 
and modelling secure behaviours.

Cyber Culture Goals Key Performance Indicator s 
(KPI’s) Metric Measurement

Gap Treatment Plans Metric MeasurementDelta

Metric Measurement

Metric Measurement

Implementation

Improvement

Figure 4 - Measurement of cyber culture will invariably create iterative gap (risk) treatment plans 



Summary

• Cultural resilience sustains behaviour
• Behaviour and culture can be measured against goals for improvement – there is no one size fits
• Applying a consistent process and re-measuring parodically is best practice



Reference

UK National Cyber Security Centre 
The SANS Security Awareness & Culture Maturity Model 
Cyber Health Check Tool | Cyber.gov.au
Cyber Security Culture in organisations | ENISA
DVMS Institute Culture Assessment Tool
Culture Assessment | SANS Institute
Praxis Navigator
Institute of Community Directors Australia | Cyber security…
Security Culture Tool | Security Culture | NPSA
Determining Cyber Security Culture Maturity and Deriving Verifiable Improvement Measures
Towards a cybersecurity culture-behaviour framework: A rapid evidence review – ScienceDirect
Security Culture | KnowBe4

https://www.ncsc.gov.uk/
https://www.sans.org/blog/sans-security-awareness-culture-maturity-model-easier-actionable
https://www.cyber.gov.au/cyberhealthcheck
https://www.enisa.europa.eu/publications/cyber-security-culture-in-organisations
https://tools.dvmsinstitute.com/#pricing
https://www.sans.org/for-organizations/workforce/services/culture
https://praxisnavigator.io/start-now/
https://www.communitydirectors.com.au/tools/cyber-security-self-assessment-tool-for-community-organisations
https://www.npsa.gov.uk/security-best-practices/security-culture/security-culture-tool
https://www.emerald.com/ics/article-media/1229163/pdfviewer/9557431
https://www.sciencedirect.com/science/article/pii/S0167404824004152?__cf_chl_tk=L_7fMUAiOIKqs3NGO6OZAkB1UsQal5ReXDVkaC5PWmk-1779324777-1.0.1.1-EncXBZRsFp8SGJyQn5K_wBao5FURLVkn6jvusTNZ46A
https://www.sciencedirect.com/science/article/pii/S0167404824004152?__cf_chl_tk=L_7fMUAiOIKqs3NGO6OZAkB1UsQal5ReXDVkaC5PWmk-1779324777-1.0.1.1-EncXBZRsFp8SGJyQn5K_wBao5FURLVkn6jvusTNZ46A
https://www.sciencedirect.com/science/article/pii/S0167404824004152?__cf_chl_tk=L_7fMUAiOIKqs3NGO6OZAkB1UsQal5ReXDVkaC5PWmk-1779324777-1.0.1.1-EncXBZRsFp8SGJyQn5K_wBao5FURLVkn6jvusTNZ46A
https://www.sciencedirect.com/science/article/pii/S0167404824004152?__cf_chl_tk=L_7fMUAiOIKqs3NGO6OZAkB1UsQal5ReXDVkaC5PWmk-1779324777-1.0.1.1-EncXBZRsFp8SGJyQn5K_wBao5FURLVkn6jvusTNZ46A
https://www.sciencedirect.com/science/article/pii/S0167404824004152?__cf_chl_tk=L_7fMUAiOIKqs3NGO6OZAkB1UsQal5ReXDVkaC5PWmk-1779324777-1.0.1.1-EncXBZRsFp8SGJyQn5K_wBao5FURLVkn6jvusTNZ46A
https://www.knowbe4.com/security-culture#measure


Q& A
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